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“=)7 Whatis RPC?

Remote Procedural Call
 V\TScada to VIScada communications

* Synchronize data
* Failover and redundancy
* Services are responsible for doing things

H Scadas|] Scada%
g TCP Port 5780 o

O
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= Single Server

Slealela
HTTPS DNP3 M’WWW
JERY
Thin Client - Drivers PLCs & RTUs
- Historians
- Alarms
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E/)/u/ Dual Server

Scada
LLLLL
A
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= Dual Server VIScada

Available Servers Prlmary (Server)

Common Server List

Primary

Backup

i

\

N\

g|WHH SCadas
O

Backup (Client)
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\Eﬁ/w/ Failover

Available Servers Pl’lmal’y (Off“ne)

Common Server List

Primary

Backup
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=5 Recovery — Sync from Backup to Primary

Primary (Client) Backup (Server)
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=5 Recovery — Sync from Backup to Primary

Get Client Changes

(Optional)

Primary (Client) Backup (Server)
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=5 Recovery — Sync from Backup to Primary

Primary (Client) Backup (Server)
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=5 Recovery — Servership to Primary

Primary (Server) Backup (Client)
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- Recovery — Sync from Primary to Backup

Primary (Server) Backup (Client)
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- Recovery — Sync from Primary to Backup

Primary (Server) Backup (Client)
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- Recovery — Sync from Primary to Backup

Primary (Server) Backup (Client)
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=)7 lsolated Server Synchronization

| S —

A A

Primary (Server) Backup (Server)
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=) RPC Services Page

A= OO YO % Al\ll®

Switch Servers Analysis View

Service Status Service Architecture

Server List Current Server This Workstation
AlarmMotification Default DCO1-HC3 Client
Conhguration Default DCO1-HC3 Client
ModemManager Default DCO1-HC3 Client
MetworkValues Default DCO1-HC2 Client
PageParms Default DCO1-HC3 Client
ServiceCtrl Default DCO1-HC2 Client
Default DCO1-HC2 Client
Default OC01-HC3 Client
= Comms Forest Station HARWVIEAA 2 Current 5
Station 2\Modbus Comms Forest Station HARWIEAA * Current &
SystemAlarmHistorian Default DCO1-HC3

SystemHistarian Default Dl

TimeSyncManager Default DA

L he worlstati rver for the service

Default DI .
vith the current server

. The workstation is not connected to the current server
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N\ y/4 / .
=) Services

System Services Tag Services
* Alarm Notification * Drivers

* Modem/SMS Manager * Historians

* Value Sync * Alarm Historians

* Configuration
* Network Values
* Slippy Maps
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“=)7 Client of Clients

Remote Drivers
-~ Default for Workstations
Proxy 1

Polling

Proxy 2

- Server list for Polling 1
Polling 1
Polling 2

- Server list for Polling 2
Polling 1
Polling 2

- Server list for Proxy 1
Polling 1
Polling 2

Server list for Proxy 2

Proxy 1 il
Polling 1 m—

Polling 2 Th|n CllentS

E=A
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\Eﬁ/h/ Client of Clients - Status

Polling 1

Polling 1

Polling 1 Client

e Server ct

Station 1\Modbus Driver Remote Drivers Client
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=) Client of Clients - Architecture
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= Troubleshooting — History

* Check Server Connections
* Check Historian Sync State
* Check Historian Status widget

Historian Status

Marme Current Server | Connection Status | Queue Length | Write Rate | DB 5Store Rate | Service Status

SysternHistorian | ANDREWH Connected 0 3 3 Ready
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= Troubleshooting — Drivers

* Check Server Connections
* Check Driver Sync State

* Ping / Telnet Tests

* Wireshark
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N\

=)~ Trou bleshooting — Configuration

neck Server Connections
neck Sync State

Last Update Current Version
DEXTERPA-D2

neck Auto-Deploy OO0 2, 200 o022 oA

O O O O

neck Version Log

Version Log for DEXTERPB (Total of 9 records in log)
Version Time Applied e Comment

Thu Mar 26, 2026 00:41:30.262 | Logged Off | Updating server list

Thu Mar 26 )0:39:02.499 Applying synchronization ChangeSet; Changes applied from

Thu Mar 26 ) 00: 2 ( Off | Platform information changed
Thu Mar 26, 2( 3 jed Off | K ord SCADAFEST has been added.
Thu Mar 26, 2026 00:37: 7 ; )ff | Updating server list
Thu Mar 2 26 00:36:45.442 )ff | Keyword SCADAFEST has been added.
Thu Mar 2 > 525 | Logged Off | Fault recovery setting updated
2 | Application | SecurityManager: System updated Accounts file Account "Logged Off

Thu Mar 26, 2026 00:36:3 tting Name and GUID for New Application.

SCADA FEST Trihedral PROUDLY PRESENTED 3Y
ORLANDO | 2026 A Delta Group Company l Scadaq



=) Troubleshooting - RPC Logging

vT

V& xa " @V-HRED 4R 570

Time Direction IP Application SericeMachine Data/Parameters

11:30:01.28¢ from PC-VTS APSC ValueSyncS cy{joz-2v1\~+9hdm#szqa\~3@8g)ordz\p~fnda
11:30:01.288 from PC-VTS APSC ValueSyncS 7c.~}Ls u55.+3sfo~\v8iudv !

11:30:01.291 from PC-VTS APSC ValueSyncS 7c.~}Ls);q\9~qbi0.@wv\hjihaSixLL}

11:30:01.292 from PC-VTS APSC ValueSyncS 7c.~}Ls),q\;zsn2zwi++\)+ulng5d2&8\LL})+)rid1\8wq7;
11:30:01.295 VT Live Data Capture - Selection X \74) 3ins@(
11:30:01.311 A TKr)p\Bwaq7 #
11:30:01.319 Data Source View Log Data Source Selection HE\S~@7xx4d-8\8wqg

11:30:01.322 Driver Trace for RPC Services 1 view e - ja\-edditql7g
11:30:01.325 Historian Diagnostics for RPC Services 1 ] | ; I W @n@n\~99iz2v
11:30:01.331 RPC Diagnostics & | e b mSvb6\5.n108}nb-\8w
11:30:01.334 SOAP Message Tracing O | a time and only if it is gese
11:30:01.337 being logged. 12sg\g7L%ibbad.\ns@)
18:14:56.88: liguration-8b6957cd-a
18:14:56.885 To log a live data fiNetworkValues-8b69)
18:15:47.595 urce, check its Lo 057¢d-a1c5-44¢7-856
18:15:56.917 R = figuration-8b6957cd-a
18:15:56.950 irNetworkValues-8b69
18:16:56.933 liguration-8b6957cd-a
18:16:56.965 DEXTERPA DEXTERPA RPCManager\RPCTagDB\LayerNetworkValues-8h69|
18:17:56.964 DEXTERPA DEXTERPA RPCManagenRPCTagDB\Configuration-8b6957cd-a
18:17:56.996 DEXTERPA DEXTERPA RPCManager\RPCTagDB\LayerNetworkValues-8b69)
18:17:57.951 PC-VTS PC-VTS RPCScopes\Configuration-8b6957cd-a1c5-44c7-856
18:18:08.305 PC-VTS DEXTERPB RPCScopes\Configuration-8b6957cd-a1c5-44¢7-856
18:18:56.947 DEXTERPA DEXTERPA RPCManager\RPCTagDB\Configuration-8b6957cd-a
18:18:56 949 DEXTERPA DEXTERPA RPCManager\RPCTagDB\LayerNetworkValues-8b69
-ER DDA DA DD =)= 2D i -

anfia cd
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=)7 Thank you for attending this session!

* Fill out the 2-question feedback survey via the App! Uqua.

* Especially if you need a Continuing Education Credit or Professional
Development Hours certificate.

* Don’t have the app, fill out the paper form included in your
conference kit and hand into Natashia.

SAVE THE DATE FOR SCADAFEST 2027/
MARCH 8-12, 2027 | ORLANDO, FL
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