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Take a tour of the debugging and diagnostic tools available to you to
both troubleshoot issues and pre-emptively avoid problems.

* Thistalk is not about looking at problems with your plant or
OrOCeSS

* [twill look at the tools available to help diagnose and help
orevent problems with your SCADA system

* Discuss what diagnostics to provide when reporting a problem

* Describe the reasons why we ask for them
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e Remote Procedure Call

* Usedtoinvoke (Call) a piece of code (Procedure) on another machine
(Remote)

* Colloquially used to describe the Transfer of Data between VIScada
Servers

* Anexample RPC:
SetValue (Stationd4\Level, 42)

* Calledto setvariable Level in the Station4 Object to the value 42
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VTScada split into different Services

Used to keep data Synchronised across
machines

 Services Synchronise bi-directionally
* GetClientChanges
* GetServerChanges
Each Service runs independently
Each Service can have its own Server List

RPC Manager is responsible for overseeing
all the RPC Services

Drivers can specify Driver List parameter

VT Add Service-specific Lists

Add Senvice-specific Lists

AlarmMotification
Configuration
Medbus Simulation/Modbus Device
ModemManager
MetworkValues
PageParms

ServiceCtrl
SM5Manager
SystemAlarmHistorian
SystemHistorian
TimeSyncManager
ValueSyncService




RPC Diagnostics
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\Viewing VIS¢€a

VT RPC Diagnostics = m] X

F@X@es2dn »@V-HwrDansFfo
Time Direction IP Application SeniceMachine Data/Parameters
20:31:40.436 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢ .0v~qf6-#~s\g#%!m{cobp§9. Timest
20:31:41.437 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~5\g#%!m{cobp 9. Timest
20:31:42.438 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qi6-#~s\g#%!m{cobp 9. Timest
20:31:43.439 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qi6-#~s\g#%!m{cobp 9. Timest
20:31:44.440 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9. Timest
20:31:45.441 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Times!
20:31:46.442 to KEITHLAPT 18411012-di SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Times!
20:31:47 443 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢ .0v~qf6-#~s\g#%!m{cobp§9. Timest
20:31:48.445 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:31:49.447 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢_.0v~qi6-#~s\g#%!m{cobp 9. Timest
20:31:50.448 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
1 20:31:51.450 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢ .0v~qf6-#~s\g#%!m{cobp§9.Timest
20:31:52.451 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qi6-#~s\g#%!m{cobp§9. Timest
20:31:53.452 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9.Timest
20:31:54.452 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9.Timest
20:31:55.453 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:31:56.454 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:31:57.455 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9.Timest
20:31:58.456 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:31:59.457 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:32:00.458 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:32:01.459 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~5\g#%!m{cobp 9. Times!
20:32:02.459 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~5\g#%!m{cobp 9. Times!
20:32:03.465 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!'m{cobp§9. Timest
20:32:04.462 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9. Timest
20:32:05.463 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~5s\g#%!m{cobp@9.Timest
20:32:06.467 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp€9.Timest
20:32:07.465 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9.Timest
20:32:08.466 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp§9.Timest
20:32:09.467 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp@9.Timest
20:32:10.468 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp@9.Timest
20:32:11.469 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp 9. Timest
20:32:12.470 to KEITHLAPT 18411012-d1 SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢ .0v~qf6-#~5\g#%!m{cobp§9.Timest
20:32:13.471 to KEITHLAPT 18411012-d! SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢ .0v~qf6-#~s\g#%!m{cobp§9.Timest
20:32:14.472 to KEITHLAPT 18411012-di SystemHistc VTSDB\SystemHistorian\MirrorRecords(UpdateStream="¢.0v~qf6-#~s\g#%!m{cobp&9.Timest
RPC Diagnostics: total records=1825
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Machine: KEITHLAPTOP/ 192.168.202.1 Local Queue length: 0 O @ ‘

Discards Floods Execs CtxErrs ModErrs RefCounts

6 0 217 14 0 16
Machine: KEITHLAPTOPVM/ 172.17.240.217 Remote Queue length: 1 O (~) ‘
Discards Floods Execs RemVersion Session Lost SocketsOK Resends RefCounts

0 0 0 12.0139 Open 0 1 0 28
Machine: KDNB/ 209.17.116.163 Remote Queue length: 16 ° @
Machine: KDNBVM/ 209.17.116.163 Remote Queue length: 16 ° ~)
Machine: ANOTHERSERVER/ 209.17.116.163 Remote Queue length: 17 ° @
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Switch Se

SlippyMapServic

Manager

mAlarmHi

Historian

A0 YO AL *

Switch Servers Analysis View

Advanced Diagnostics

Service Architecture

AlarmNotification
C t

Conf dva

mulation\Modbus Device

ModemManager

SlippyMapService
SMSManager

KEITHLAPTO
KEITHLAPTO
KEITHLAPTO

KEITHLAPTOPVM
KEITHLAPTO
KEITHLAPTOPVM
KEITHLAPTOPVM
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Driver Trace for Advanced Diagnos!

Received
Sent
Received
Received
Sent
Received
Sent

Received

Received
Sent
Received

Se
Received
Sent

cs: total record

&L
Sen
Modbus Sim
Modbus Sirr
Modb
Modbus Sirr

Modbus Sirr

Modbus Simr

Modbus Sim
Modbus Sir
Modbus Sim
Modbus Sir

Modbus Sim

Modbus Sim
Modbus Sirr

Sir

Modbus Sim
Modbus Sirr
Modbus Sim

Modbus
Modbus Sim
Sirr

Sim

Ao
ce Name Driver Name Driver Area D
Modbus Sim
Modbus Sim
Modbus Sir

Sim
S
Sir
Sim
S
Sir
Sim
Sim
Sir
Simr
Sim
Sim
Sim
Simr

Simr

bus Sirr

S

s Sir

sim

Modbus Sir

Selecting Communications traffic
Logs to VISCADA\TraceFiles (database

ion Port Name

Modbus S
Modbus Si

Modbus S

Modbus Sim

Modbu:

Modbus Sim
Modbus Sir
Modbus
Modbu:

Modbus Sim
Modbus Sir
Modbus Sim
Modbus Sirr
Modbu:
Modbu:

Modbus Sim
Modbus Sir
Modbus Sim

Modbu:
Modbus Sim
Modbus Simr
Modbus Sim
Modbus Simr

Modbus Sir

Modbus Sim

Modbus S
Modbus Sim

Modbus Sir

Data

0103 00 00 00 06 C5 C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 1
0 00 00 06 C5 C8

0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 1
010300000006 C5C8

0103 0C 00 2A 00 00 00 00 00 00 00 00 0C
0103 0000 0006 C5C8

00 1968

0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
010300000006 C5C8
0103 0C O 00 00 00 00 00 00 00 00 00 00 19 68
010300000006 C5C8

r 0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68

010300000006 C5C8
IC 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
010300000006 C5C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00000006 C5C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5 C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5 C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5 C8
0103 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5 C8
0103 0C 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00 00 00 06 C5C8
IC 00 2A 00 00 00 00 00 00 00 00 00 00 19 68
0103 00000006 C5C8
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* This applicationis included with VTScada, but you may need to add it
to the VAM

* When run Queries VIScada RPCManager Server to retrieve Statistics
* ThelP shown may not be the IP address expected

* QDelay-the time for a message to propagate the RPC Queue on the
local machine

* Average, Best and Worst round-trip times shown
* Tolerance - Link Tolerance section of Setup.ini

* Usedto handle the differing response times from one workstation to
another, which is often experienced due to CPU loading, but mostly
due to lmkthroughput limitations
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S Trace TS Scada/ictionsApplicatio

 This application is included VIScada, but you may need to add it
to the VAM

 Writes data about selected actions to a text file named,
"VTSTrace.txt“

 Additionally, VTScada traces all actions to disk, storing the data
In a separate text file named, "VTSTraceAll.txt".

* Recordsin RAM - the number of trace actions saved to RAM prior
to being written to the VISTrace.txt file

 The Start/Stop button enables you to start and stop the tracing
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* Located in the Data\TwilioLogs\
* Timestamped Rolling Log Files

"Parameters": null,
nBOdyn: {
"VoiceUrl": "http:\/\/##

HHHH A H 3.ngrok.io:80\/Twilio\/TELECOM\/Twilio\/Answer",
"StatusCallback"' "http >ﬁ##ﬁﬁﬁ#ﬁ

##@0445ba8
c####E###Q0445ba83 . ngrok.io: 8O\/Tw1llo\/TELECOM\/Tw1llo\/Status"
"FallbackUrl": "http: \/\ ######Q0445ba83.ngrok.10:80\/Twilio\/TELECOM\/Twilio\/Error",

"VoiceMethod": "POST",

"SmsUrl;'d"http NN/ BB bs 4 b E4E44Q0445Da83. ngrok.io0:80\/Twilio\/TELECOM\/Twilio\/SMSMessage",
"SmsMethod": "POST",
"SmsFallbackUrl": "http N/\/####4# #4####4#Q@0445ba83.ngrok.10:80\/Twilio\/TELECOM\/Twilio\/SMSError",
"SmsFallbackMethod": "POST",
"ApiVersion": "2010-04-01",
"StatusCallbackEvent": [

"initiated",

"ringing",

"answered",

"completed"

e
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* Shipped with every VIScada Installation

VT Debug Advanced Diagnostics - [Summary (Live)] — [m] >
* For Advanced Users onl RO MEvimRxmOS AN Z .
Navigation Select Dump File | Clipboard Variables Breakpoints Watch
[2 AlarmCellArea A
[ AlarmCellAlarmType System Summary

e

1 m AlarmCellAction {Live)
AlarmCellAck . .
n Ot a I e at e n u S e rS [ AddToolButtons Operating System: Windows version 10.0 (64-bit,  CPUs)

] AddPageToApp
W

VTScada Info: Memory used: 412,588,592 bytes ®

(64-bit)

AbbreviateTaghames
Advanced Diagnestics
[ TServiceHandler

[ TestHandler
TagTypeHandler
TagHandler

{8 StructuredParmHandler
[ ShutdownHookHandler
SessionStartHandler
[ ServiceHandler Applications: 3 running. 10 in VAM a®
2] RunFileHandler

* Complex but useful

16 Jul 2100
imited

Max tags allowed: Ur
Max browser c
Rlarm notificat.
Memory used: 412,588,592

ertfileHandler
PriorityServiceHandler
) PluginsHandler

] PageHandler
MenuHandler
LibraryHandler

2 GroupsHandler Stopped ®
] DrawMethodHandler

DefaultHandler Modules: oe
/8 ClassZeroModuleHandler

B Code L T T oo

Static  Scope  Call Summary (Live)

Running (@)

WO B E R E R

[ e I

Code (N/A) Instance | 1 /11 | Location/Thread Module  State Statement  Name Value
Return Value: | Invalid Filter:

Name
VTSDE
Arealist
RealmDisplayVarDB
LocalGUID
RemoteGUID &
AppTitle Advanced Diagnostics
AppStartupTime 34367000
StartTan StartTaa -
Local Instance Aule Global

+
J:.000000

& ¢

BreakPoints Use List  Sef List Watch 1 Waich 2 Waich 3 Waich 4
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S DebuggerApplication —Sumnmaiy=lal

R = e

* Provides specific information about the Operating System

 VTScada Information
System Summary

e VerSion Liwe)
e Serial Number Dperating System: Windows version 10.0 (64-bit, 8 CPUs)
* Licence Type Maintenance Expiry VTScada Info: Memory Used: 155,970,792 bytes
. . Verzion 12.0.05 [(64-bit)
y Tag lelt Serial HNumber: 1
. . . . Licen=ze Type: Full
e Th|n Cl|ent L|m|tS Free Update=z Expiry: 1lé Jul 2100
Max Tags Allowed: Unlimited
° Al_arm Not|f|Cat|On status Max Browser Clients Allowed: Unlimited

Alarm Motification: Enabled
Memory Used: 155,970,752 bytes

* Memory Used
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e List Threads
e Refresh button shows a live view of Thread Execution

* Module, State and Statement show exactly where code execution
IS running

* Double Click to navigate Source Debugger to source code line

Threads: 22 running threads 8 ®
Mame Thread ID Status Module State Statement = ~
S}f;tem 26628 Idle CheckActivationCode CheckbctivationCode 0
NTEventErrorThread 2860 Idle LogNTEventThread Main 0
RP 15184 Idle MachineNode Remote 4
TS a 12.0.05\, ation 5624 Idle Watcher Main 0
T ag P ing 34596 Idle PersistWorker Main 0
A t 30992 Idle Activation Main 0
TS a 12.0.05\WTSY 15772 Idle DemolicenseManager Init 1
C:‘\".-‘TScaca 12.0.05\WTScaday 42712 Idle DemeclicenseManacer Init 1
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 Shows the 10,000, 100,000 or 1,000,000 history of execution

* Only displays the active threads which have executed any code within the
sample period

* Canfilter by Thread to aid viewing

Double Click to navigate Source Debugger to source code line

Execution History: 8o
Filter Options Scroll List
Show Thread by Thread:

Numb cEnr ! All History All Threads e = ~

umber of Entries: <No Module Selected > ) )

10,000 - <No Object Selected> [¥] Hide this Debugger Thread
Entry Time Madule Name State Statement # Thread Name Thread ID
93 12:16:58.653 DrawApplicationlList Main 17 Application Manager 4068 ~
94 12:16:58.578 DrawApplicationList Main 17 Application Manager 4068
3088 12:16:57.727 CheckActivationCode CheckActivationCode 2 System 26628
3989 12:16:57.727 CheckActivationCode CheckActivationCode 1 System 26628
3990 12:16:57.727 CheckActivationCode CheckActivationCode 0 System 26628
4503 12:16:57.667 GetParmPhraselmpl Main 1 Application Manager 4068
4504 12:16:57.667 GetParmPhrase Main 0 Application Manager 4068
4505 12:16:57.667 DrawApplicationlists Main 29 Application Manager 4068
4506 12:16:57.667 DrawApplicationLists Main 29 Application Manager 4068
4507 12:16:57.667 DrawApplicationLists Main 65 Application Manager 4068
4508 12:16:57.667 CommaFormat FormatMumber 6 Application Manager 4068
4509 12:16:57.667 CommaFormat FormatMumber 5 Application Manager 4068
4510 12:12:57.667 AddCommas AddCommas 5 Application Manager 4068
4511 12:16:57.667 AddCommas AddCommas 4 Application Manager 4068 v
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* Each statementin VIScada is
assigned a unique Statement Number

. Statements are Numbered |n Steady Cpﬂgpiiif:i:i:i:i=EE:£§£Z=;;;;;;;;;;;;;;;;;;;
State first top to bottom 1

(excluding scripts)

] If !'Cperable Done;

-I- . . . ??; . o . . - . .
. h e n ea C h State m e nt I n a SC rI t IS E:: e e e N
p 945 Rezponzse = ‘\OpMode\NeedMode (\SecurityManager\PrivBitControlCutputs) ;
94g

:%? If Response Ask; { got suitable mode - start operate dialogue }
numbered top to bottom e e \ascsssenne

950 Respon _Jva d

gf; _ NewVa = Format (100, 5, PickValid(Value, ManValue}):

doa

* Placing a breakpoint will reveal the

Statement Number Of a line Of COde Analogue SRC/£249 Operate  ChkMode 4.



Running the Profile
Flipping the Tree
Time vs Percentage

Statistics

CodelD and linking to

Source Code

Save and Load Profiles

VT Profiler

Profiler:

A PpOM %XO®

Running Profile Statistics

323
5
968
1

Status

505.70 (20.86%)

M

Jule Name

0.00 ¥ Script Threads

Counts | Total Time~  Self Time | Avg Time | Stalled Time
3628 330.03 735 0.09
6050 23554 2840 0.04 0.00
78 41.81 2.54 0.54 0.00
7509 1476 1476 0.00 0.00
384 6.67 6.11 0.02 0.00
2 303 0.19 1.51 0.00
3 2.59 2.59 0.88 0.00
2 210 210 1.03 0.00
135 206 2.06 0.02 0.00
192 1.93 13 0.01 0.00
62 135 133 0.02 0.00
58 1.10 1.10 0.02 0.00
96 1.06 1.06 0.01 0.00
2 0.95 0.10 0.47 0.00
288 0.89 045 0.00 0.00
2 n.58 n.sa n.7a n.00

» ReadLowest (UseLowest)

» VTSRead (Read)
Priority List

» ReadLowest (UseLowest)

¥ DrawRow (DrawRow)
StatusBar (Show)
VTSInfo (Show)
Read (Main)

¥ VTSRead (ArbitratedRead)
CrawRow (Draw )
CrawRow (Drawl
Read (Main)

¥ SummaryTab (Main}

¥ VTSRead (ArbitratedRead)
VTSInfoHeader (kMain}

Row)

Idle

- [m] X
Vessages
Code ID ~
Script Threads
smacs\SMACS Cere\.sync\ArbHandler.SRC|Arbitrate\BeadLowes!

SMAC:

SMACS Core\.sync\IPSCMDriver.SRC|IPSCMDriver\VISRea
Priority List

smacs)\SMACS Cere\.sync\ArbHam
Source Debugger.aync\Profile

.SBC| Arbitrate’\ReadLowsgt

Debugger' . ayne' Sumary. SRC | SummaryTab) Summary\ VTS Info
. synch\VTSDrvr.HEB |VISDriver\ReadBlock'\Read|Main|
smac3\SMACS Core\.sync\IPSCMDriver.SRC|IPSCMDriver\VISEea
r.SAC| Profiler) Infod:
r.5AC|Erofiler) InfoBox
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* Three different views of the Module Tree, Static, Scope and Call tree

C
3
-
5]
=]
]
=
=
m
3

—HE StartGraphics
OPCClientDriver -H=| Graphics

+ OperatorLog
OperatorMotes

Cutputs

= Cv-=| Fiew
Bus_,aSuI:uruutlne
Child

mmmm

GrandParent

| MyThreadModule

. MotBusySubroutine
Parent

| PAddressEntry

1 [

-

+ PageAndWidgetTocls
+ PageFinder
+ PageHandler

PageMenuPage

+ PageMoteService
+ PageParmCeontainer
Static < Scope - Call

Static —

As declared

OperatorLog
Cutputs
-H=| Overview
-HE GrandParent
-H | Parent (2)
-HE| Parent
Child
Parent
PageAndWidgetTools
PageHandler
+ PageMoteService
PageParmCentainer
PageSnapshotCache
+ PageTagRefMgr
Static - Scope - Call

(10 [ [ [
J

Scope -
Resolve Variables

Static - Scope - Call

OPCServerSetup 4BtnDialog

B DisplayPage
—-=| DisplayStretchPage
+ Bitmap
+ GetPagelnfo
GetllserSessicn
-HE Overview
+ Commlndicator
+ Commbessages
+ CommStatistics
-HE GrandParent
Child
-H ] Parent (2]
Parent
Parent
+H | LEDMumeric (6)
+H | RoundedRectangle (16)

Call -

Module Lifetime




o Inspecting VA Jb X bb ;"':ﬂ//

'(l(EI_l) ource)_u ger\ =/ indow

Cherview (Main) Instance | 1 =11
Return Value: Owerview =» ™ Filter: | *
* Module Name & Current State - el
Title Owerview 8
* Number of Instances Color <FFOAQADA> m|
Bitmap . Bitmaps\ Textures\Gnd, Small.bmp =
* Return Value reg OMPTrameparenc: | _
. PageBMPContrast B —
o —|lter PageEMPMirror 0 ) —
PageBMPColorize <FFb26368 = |
* Local/ Instance / Auto / Global e, =L

| Luc:al Instam:e ,-.utc:- GI-::ul:uaI

[y
[y

* Variable Count
* Variable Name and Value (Editable)
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° Brea prlntS Pl_ace and d|Sabl_e Location/Thread Module State Statement
Chverview SRC/E267 Chverview Main 218
* Stepping through Code QTESRE R o e,
® Count Chverview On Set
[ Va rlable Brea prlntS & Break on thread DisplayManager setting Count

 Conditional Breakpoints

* Use List and Set List

* Module State and Statement
* NEW! Step Out

YWount == 3 oK
EreakPoints  Use List  Set List




7 //// | ,
== urce<léu TheWateh-Window==

\\ o | e i

Sr)°

 Add a Variable Watch e —
* Adding a Watch Expression e |

* Multiple Watch Tabs

* NEW! Script Statement Calls

Watch 1 Watch 2 Watch 3 Watch 4



* Enable code coverage to see what code has executed

T
(|

+ [+ [+ [+ [+

CperatorLog
CperatorMotes
Cutputs
Cverview
BusySubroutine
Child
GrandParent
MyThreadModule
MotBusySubroutine
Parent
PAddressEntry
PageAndWidgetTools
PageFinder
PageHandler
PageMenuPage
PageMoteService
PageParmContainer
PageSnapshotCache
PageTagRefMgr
PakBusDriver
PakBusDriverCommen
PakBusDriverConfig
PakBusDriverlnfo
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25 If GUIButton(539, 150, &2%, 127 { Cutline of the button },
251 i, 1, 1, 1, 1 { Ho =scaling },

252 0, 0, 1, 0 { No movement; viszible },

253 64 + 4, 1, 0 { Triggered by left mouse

254 button release },

255 GetSystemCol 0ri15|i Windows button face color },
256 GetSyatemColor (20) { Windowsz button highlight color},
257 GetSystemColor (16) { Window=s button shadow color },
258 GetSystemColor (18) { Windows button text color },
258 0, 0 { Windows =atandard attributesz },

260 "If 1";

261 "If 1",

262 0, 0, 1, 2 { No wariable assignment }};

263

264 On = 'Om:;

265

266

267 If Om:

268

269 K = 100;

270 Whi;elonp({ > 0

27 E = 0;

217 B =

27

217

27

27

27

27

217
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If GUIButton (539, 186, &29, 163 { Outline of the button },
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* Warning — creating a dump file will halt all system activity

* Often called a crash dump (Win32 system debugger, Dr Watson,
may be configured to produce a file after an unrecoverable
program error)

* UserDump in the VIScada\DumpTlools directory
* Right Click on the VTS.EXE process in Task Manager
* By default stores dumps in %bappdata%\local\Temp\VTIS.DMP

* Click on the Create Dump File icon on the Source Debugger
Window

* Allows path to be specified
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* You can NEVER provide too much information!

* Dumpfiles zipped and uploaded to FTP site (ftp://ftp.trihedral.com)
* Traces from both client and server (when working with a RPC issue)
* [Information, Version Number, Operating System, 64bit / 32bit

* |nformation to reproduce

* Achangeset of the application

* Username and password for admin level access to the application
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* Fill out the 2-question feedback survey via the App!

* Especially if you need a Continuing Education Credit or
Professional Development Hours certificate.

* Don’t have the app, fill out the paper form included in your
conference kit and hand into Natashia.

SAVE THE DATE!
MARCH 23-27, 2026 | ORLANDO, FLORIDA

2025
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