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e US Sales Manager, VIScada software
e 35yearsin SCADA and Automation

e System Integration, engineering, programming,
communications, operations

e RTU/ Telemetry / SCADA / Power System
manufacturing, and “smart city” integration

e Specialized in applying proven technologies K
e Electrical Engineering, Auburn University
e Mathematics, Samford University
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The OBD scanner / reader

Quick Poll:

* Who goes to the auto repair shop
or the auto parts store to have it
checked?

 Who has a scanner of their own?

 Who has more than one scanner?
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A Wireless ODB Scanner in every car!

* Bluetooth
* Apps for any smart phone

* Provides real-time
monitoring, diagnostics

* Gives quick info anyone can
use
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VT Water Industry Demo

©® scada

System Alarm DB ~ $ v @

History Active Unacked Current

tvent

Normal

@ 2019-01-14 07:07:29 Active
& 2019-01-14 07:07:27 S Unshelve
2] 2 ) 4:05:26 Normal
@ 2019-01-10 14:04:30 . Active
2019-01-10 14:04:23 Narmal

[2] 2 ) 14:02:25 A Normal
[2] 2019-01-10 14:02:24 A Active
:?] 2019-01-09 13:17:25 a Normal
[2] 2019-01-09 13:16:30 a Active
{ 09 13:154 ® Shelve
9-01-09 13:14:36 (€] Unshelve

2 0 14:19 v Acknowledge

merE [ %

Database Alarm Actions Reports 8 Analysis

Alarm Page
n d-| YW % W A =10 * dx@

History Filter

Shelved Disabled Configured

Area
LM Pre-Mix
LM Pre-Mix
LM Low Lift Pump Station
LM Pre-Mix
LM Pre-Mix
Default

LM Pre-Mix
LM Pre-Mix
LM Pre-Mix
LM Pre-Mix
LM Low Lift Pump Station
LM Pre-Mix
LM Low Lift Pump Station

Name Description
~AHiWar Raw Water Tui
\HiWar Raw Water Tui
ALevel Low Lift Pump
- \HiWar Raw Water Tui
~\HiWar Raw Water Tui
Default ¢ Disables Call €

AHWar Raw Water Tui
~\HiWar Raw Water Tui
\HiWar Raw Water Tui
~\HiWar Raw Water Tui
~\Level Low Lift Pump
\HiWar Raw Water Tui
.\Level Low Lift Pump

445 AM Jan 17

0294 0.28! NTU ALAN-PC

0.291 0.289 NTU ALAN-PC

We must Make the Most
of our Alarms!
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Relying on Mrs. Smith’s
phone call to let us
know the tank is full.
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Lights, a horn, and some buttons
Think Star Trek, Star Wars and MacGyver

COOLANT Wi

LUBE OIL TURBINE WATER

RESERVOIR RUNNING
LOW LEVEL
COOLANT SEAL GAS ‘
WATER PRESSURE Lol HAI)%};:J101
BYPASS OFF

SULFUR PIT DC
SWEEPPIS-5 Bl ENCLOSURE
TRIPPED FAULT

SEAL GAS 02 SYSTEM

PRESSURE V{gif{'ﬁﬁ" PIS-4
O HIGH
LOW TRIPPED
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Alarm Printers!

* The printer recorded every alarm.

* Some systems printed the
Acknowledge.

* The printed paper folded into a box.

* The box was stacked in a closet.

« > = : * Often, the paper was out or the printer
\ . Y ‘ ribbon was used up.
58 .

* And since space was “unlimited,” the
quantity of alarm points was often
excessive!



History

Active

- 006004

Alarm Page

Yo Yo A=l Wl = w

Unacked Current Shelved Disabled Configured

Event

Event
Event
Event
Event
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

System
System
System
System
System
LM Pre-Mix
Networkinformation
LM Low Lift Pump Static
LM Low Lift Pump Static
LM Pre-Mix
LM Pre-Mix
LM Pre-Mix

System

Application

Application

Application

SetDefaults

Application

WaterTreatmentPlant\.. \HiWarning
Networkinformation\PrimaryAlmDialer
\SurgeValveOpen 1451
\SurgeValveOpen 1453
WaterTreatmentPlant\.\RawWater\Turbidity
WaterTreatmentPlant\.\MixTank\Level
\pH_ HighSPFeedback

WaterTreatmentPlant\..\Level

Applicatio
Applicatiol
Applicatio
Changed
Applicatio
Pre-Mix Rav
Primary Al
Low Lift Pur
Low Lift Pur
Pre-Mix Rav
Pre-Mix Mix

Pre-Mix Inle

Settled Wat

For Operations

For Maintenance

For Operational Adjustments
For Planned Procedures

For Management Decisions
...and many other uses.
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ISA 18.2: Management of
() v e0880w Alarm Systems

o S R e * Definitions

ANSI/ISA-18.2-2016, Management of * Requirements

© Alarm Systems for the Process
IMAGE Industries ( :
AVAILABLE . l

ANSI/ISA-18 2-( r~ ™ /ﬁ ) a S S

Copyright: 201§] Philosophy

Length: 82 pagg| L J
! o

entificati [ q O l-e S

!

Rationalization

! ———— e Rationalizations

* Priority definitions

e T * Shelving / Suppression
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Classification of Alarm Priorities

Five Levels of Alarms

Reported History Current Configuration [SA 18.2 Recommended ° C I’Itlca l
D ) ) - High
* Warning
L -t 2 » Notice
* Event

Bad Actors Alarm Flood History  Distribution of Priorities P X
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Tools Based on ISA 18.2 Alarms Management Standard

and-Aetiortogging

Separate Scada

Alarm Page

Databases
for Alarms
and Events

Use color,
symbols,
and sound

to meet
visual needs

CE
System Alarm DB ~| %

All Alarm Actions
System Alarm DB

System Event i Unacked

10:14:19
10:14:08
10:14:00
10:04:16

v ®8

Current

Event
Acknowledge
Normal

Shelve
Shelve
Unshelve
Unshelve
Shelve
Shelve
Unshelve

MOeEDB %

Reports & Analysis

Shelved

n f# 304~

History
Disabled

Area

Water Treatment Plant
Water Treatment Plant

Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
IT

Filter

Configured

Name

WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

WaterTreatmentPlantDemo\.\WaterTreatPlantSim\Pu

WaterTreatmentPlantDemo\.\WaterTreatPlantSim\Tan
WaterTreatmentPlantDemo\.\WaterTreatPlantSim\ Tan

WaterTreatmentPlantDemo\TCPIP Port\\WaterTreatPla
WaterTreatmentPlantDemo\TCPIP Port\\WaterTreatPla

WaterTreatmentPlantDemo\.\WaterTreatPlantSim\ Tan

ITResources\Workstation_Barmy\PercentCPUUsed

with this description:

with this name:

Advanced Filtering

Easily filter
down to only
the Alarms
you need.

Find Alarms and Events

Case sensitive

WaterTreatmentPlant'Pre-Mix\RawWater\ Turb | 5% %

[#] Include children

in this area: W
Shelve IT ITResources\Workstation_Barmy\PercentCPUUsed with this priori v

vith this y

Acknowledge Water Treatment Plant ~ WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPla []Or higher priority

MNormal Water Treatment Plant ~ WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPla by this user
as this event: W
Unshelve IT ITResources\Workstation_Dave\BatterylLevel _— " -

In this month:

Shelve IT ITResources\Workstation_Dave\BatteryLevel
. in this date range: -—-f--f-- to |31 ----/--F--
12:00:06 Acknowledge Water Treatment Plant  WaterTreatmentPlantDemo‘\TCPIP Port\WaterTreatPla
5 12:00:00 MNormal Water Treatment Plant  WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPla 2l anc:| Apply
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Tools Based on ISA 18.2 Alarms Management Standard

@ @ viscada Alarm Page
 vOE MOBER% 1M - VTihtbnh il

All Alarm Actions Reports & Analysis History Filter View Sounds

System Alarm DB

System Event DB Unacked Current Shelved Disabled Configured

Use color, syr% bols, - Euent s Name
2016 1: / Acknowledge Water Treatment Plant ~ WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
and sound to meet mm)

L3

VI S u a I n e e d S b- 1 S EE Water Treatment Plant  WaterTreatmentPlantDemo\.\WaterTreatPlantSim\Pumps\PumpOy
1 43 S EE Water Treatment Plant  WaterTreatmentPlantDemo\.\WaterTreatPlantSim\Tanks\Tank3\Tar
Unshelve Water Treatment Plant  WaterTreatmentPlantDemo\.\WaterTreatPlantSim\Tanks\ Tank 1\Tar
: g Unshelve Water Treatment Plant  WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks"
22 10:14:.08 Shelve Water Treatment Plant  WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks"
10:14:00 Shelve Water Treatment Plant  WaterTreatmentPlantDemo\.\\WaterTreatPlantSim\Tanks\Tank1\Tar

) 10:04:16 Unshelve IT ITResources\Warkstation_Barmy\PercentCPUUsed

- — P tCPUUsed
AlarmPriority( Event Alarm Priority A\Percen se )
PIP Port\WaterTreatPlantSim\TestAl

Alﬂ“ﬂp'lorlt}'-l Cnitical Alarm Alarm FrIonTy PIP Port\WaterTreatPlantSim\TestAl
AlarmPriority2 High Alarm Alarm Priority

AlarmPriority3 Warning Alarm Alarm Priority puitliznierd
E\BatteryLevel

PIP Port\WaterTreatPlantSim\TestAl

Normal Water Treatment Plant  WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

AlarmPriority4 Notice ialar"r'l Priority

2016-12- 2:00:00 Normal Water Treatment Plant WaterTreatmentPIantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
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Alarm Actions

Alarm Page

VT Shelve Selected

Py,
©e
Systern Alarm DB ~
Shelve the selected alarm Al

MoeEI[RE %

Reports & Analysis

A (sd- YTVoW Azt * <«

History Filter View Sounds

System Alarm DB

SystemEventpp £ Unacked

Current Shelved Disabled Configured

5 minutes

f 1
until 31
indefinitely

Cancel

Shelved Alarms
won't distract
operators but

are recorded in

the Alarm
historian.

Nd<EEm

Time
2016-12-22 11:19:07
2016-12-22 11:18:29

2016-12-22 10:22:49
2016-12-22 10:22:43
2016-12-22 10:14:21
2016-12-22 10:14:19
2016-12-22 10:14:08
2016-12-22 10:14:00

2016-12-22 09:59:16
2016-12-14 16:26:41
2016-12-14 16:26:37

2016-12-14 15:54:13
2016-12-14 15:53:49
2016-12-06 12:00:06
2016-12-06 12:00:00

-

» L

P L@ ®

Event
Acknowledge
MNormal

Shelve
Shelve
Unshelve
Unshelve
Shelve
Shelve
Unshelve
Shelve
Acknowledge
MNormal

Unshelve
Shelve
Acknowledge
MNormal

Area
Water Treatment Plant
Water Treatment Plant

Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
IT

IT

Water Treatment Plant
Water Treatment Plant

IT
IT
Water Treatment Plant
Water Treatment Plant

Name
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

WaterTreatmentPlantDemo\.\WaterTreatPlantSim\PumpsiPump0
WaterTreatmentPlantDemo\.\WaterTreatPlantSim\ Tanks\Tank3\Ta
WaterTreatmentPlantDemo\, \Water TreatPlantSim\ Tanks\Tank 1\ Ta
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks
WaterTreatmentPlantDemo\\Water TreatPlantSim\ Tanks\Tank 1\ Ta
ITResources\Workstation_Barny\PercentCPUUsed
ITResources\Workstation_Barny\PercentCPUUsed
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

ITResources\Workstation_Dave\BatterylLevel
ITResources\Workstation_Dave\BatterylLevel
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
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Bad Actors Report Database Analysis Filter
Summary of alarm occurrences within a Speciﬁc Bad Actors  Alarm Flood History Distribution of Priorities jeo
period, sorted by the number of activations. Name Description Count
: fonel Local TCP Pert PLCSim\Tank 1\Tank Level  Monitor tank level HIGH 14
Z ’ Zone 2 Local TCP Pert\PLCSim\Tank 2\Tank Level  Monitor tank level HIGH 5
Zone 3 Local TCP PortWPLCSim\Tank 3\ Tank Level  Monitor tank level HIGH 2
Bad Actors Alarm Flood History Diistribution of Priorities ,O x

Alarm Flood Report

Count of alarms tripped within equal time slices.
Click a bar to zoom into that period.

Mar 20 Mar 25 Mar 30 Aprd Apr9 Apr 14 __ o e m - < ¥ NV A =1 -]] >
Database Analysis Filter Wiew
Bad Actors Alarm Flood History Distribution of Priorities pe o
H i sto ry Re p O rt I:tate - Ewvent Area I“-\.EI!"'IET User
Time Crescription
= = © o 2016-04-07 = Local TCP Port\PLCSim\Tank 1\Tank Level
All active and trip alarm events withina [l "Gz’ 2 asve  zomer ol ke rich
5o . EI 2016-04-07 a Active Fone 1 Local TCP Port\PLCSim\Tank 1\Tank Level
SpeC|f|C peﬂOd. 11:00:50 ) Monitor tank level HIGH
EI 2016-04-07 a Active Fone 1 Local TCP Port\PLCSim\Tank 1\Tank Level

10:54:05 Monitor tank level HIGH
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rNotificatien-and™MafRagement

Critical Alarms Find You Anywhere!

Phone Number / Email Address

2056126665

walanhudson@gmail.com

Username

sssssss

Time Zone Enabled

Integrated to enhance the system

Create rosters for shift cycling,
vacations, etc.

Numerous rosters based on staff
rotations

Alarm actions put back into the
Alarm Historian

Should support Voice Dial, SMS
Text, and email... through traditional
phone lines and VOIP



m-Notification-and™Mafiagement
Critical Alarms Find You Anywhere!

Diagnostics Page for VoIP Callout Status

T
ID Contacts Settings
Method Name Phone Number / Email Address Username Time Zone Enabled

Text Message Alan 2056126065 alan Server Time Zone V] X

4

x

| Ema Alan walanhudson@gmail.com alan Server Time Zone v x
l ] | x
X

x

b4
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SCADA Application
With SECURE Internet Service Enabled

Y —F"N

SCADA HTML-5 Client _ Mobile Client
HTML-5 compliant devices. PC/Laptop Clients HTML5-compliant devices.
Consistent across all devices. Full workstation experience. Smaller screens, data plans.
No reporting or file export. Full reporting and file export. Full monitoring and control.

=y _
|

ssennes




VT Application Configuration: Greeley CO

¥ Edit Properties
5 Edit Server Lists
M Edit Security

e Languages

B> Create ChangeSet File

%) Apply ChangeSet File

@ Export/Sync Tags

Manage Types

Import File Changes
Maintain File Manifest
Deploy Changes
Revert Changes

= Show Version Log

T Override Detection

i Information

Modify the properties of your application

Make changes to your application settings here. Some settings are not enabled unless the
outstanding changes. Clicking the “Apply" button applies your changes to the application.

Display Alarms
[_Require note when unshelving alarm )

Alarm Notification

Do not notify on alarms
Notify on Critical (priority 1) alarms only
® Notify on Critical (priority 1) or High (priority 2) alarrg

before notifying Critical (priority 1) alarmsg seconds
Delay before notifying Figh (prionity 2) alarms: 5 seconds
Delay between contact notifications: 5 seconds
Spoken name in phone greeting: Greeley Demo Application

Initial section: Main Menu
[[] Echo phone through speaker

[¥] Answer inbound calls

[#] Notify when alarm triggers

| Notify when alarm clears

[] Cancel notification when alarm is acknowledged

[T] Cancel notification when alarm clears

[] Speak digit on phone key press

Time format in notifications: 12 hrs (11:00 PM)

Date format in notifications: 2013-01-31

Outgoing Alarm Emails

o (]

application is running. The “Apply" button is enabled when there are

Historical Data Viewer Other

Notify on Critical and
High Alarm ONLY!

Advanced Mode
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It's making calls over the internet

= “Land lines” are basically obsolete

SMS Text and emails are easy

Voice dial can be tougher and may require 3 party service providers

Security becomes even more important
= Recipient actions are logged in the Alarm/Event Historian
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¥ Edit Properties Modify the properties of your application

Make changes to your application settings here. Some settings are not enabled unless the application is running. The "Apply" button is
enabled when there are outstanding changes. Clicking the "Apply” button applies your changes to the application.

B Edit Server Lists
A Edit Security Display Alarms Historical Data Viewer Other
f® Languages Registered Number

VOIP Settings
B Create ChangeSet File

Workstation Default
¢) Apply ChangeSet File [ Enable VOIP Calls
[]Enable VOIP SMS
’ ERILSYI Sags SIP identity Dan <sip:172350@chicagol.voip.ms>
= Manage Types SIP server chicagol.voip.ms
SIP proxy
ROPORL E99 Ctinges SIP domain chicagol.voip.ms
Maintain File Manifest SIP login user ID 172350
SIP password eesscscceee

Deploy Changes

Prefix for phone numbers

Revert Changes To dial an external line or extension insert a comma to indicate a pause. E.g. "9," to dial 9
followed by a pause.

= Show Version Log

Dial pause length
Sets the length of a pause, in seconds, added by @ comma character when dialing.
T Override Detection vl

¥| Enable IP address rewrite

i Information
Advanced Mode




% Edit Properties
5 Edit Server Lists
A Edit Security

fm Languages
B Create ChangeSet File
43 Apply ChangeSet File

@ Export/Sync Tags

2= Manage Types

3 Import File Changes
[ Maintain File Manifest
' Deploy Changes

© Revert Changes

5 — -
2= Show Version Log

Z Override Detection

i Information

r

Modify the properties of your application

Make changes to your application settings here. Some settings are not enabled unless the application is running. The "Apply” button is enabled when there are

outstanding changes. Clicking the "Apply" button applies your changes to the application,

Display
Outgoing Alarm Emails

Protocol:

Email server (name or IP):
Email server port number:
Email encryption method:
Email “From" address:
Username (if required):

Password (if required)
Use
QAuth 2.0 Grant Selection
Grant:
No Grant selecte

Grant Status: Unknown

Alarms Historical Data Viewer

SMTP

smtp.gmail.com

587

Use SSL/TLS if available
viscadademo@gmail.com
viscadademo

ncoming Alarm Email Acknowledgments

Protocol:

Email server (name or IP):
Email server port number:
Email encryption method:
Username (if required):

Password (if required)

POP3
pop.gmail.com
995

Use SSL/TLS
viscadademo

sssssses

Other

Advanced Mode
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[ ] Roster Alarm Test

Please check the contacts list

before you start calling people

Call Manager Status
Name - Workstation Type Status

VOIP_Www Www VoIp Registered 0

Diagnostics Page for VoIP Callout Status

Call Attempts | Incoming Calls Failures Working

0 0 Configured

username / password
demo / demo

System Event DB

Alarm Actions Reports 8 Analysis History Filtering
History
Time - Area Name
Security Security Manager
Security Security Manager
System Application
Report GreeleyApplicationSettings\.\BoydLake 1 5MinuteTurbidityYesterday
Report GreeleyApplicationSettings\.\Bellevue 15MinuteTurbidityYesterday
Security Security Manager
Security Security Manager
Car Cacimte Mamamae

ted to the last 30 days

His records. History has bee:

F o = o T T

System Alarm DB

Alarm Actions

vv&E BoELR % wHEH Y™ %%

Reports & Analysis History Fiftering

RGEL TEEREEETL: B AAE

View

Description

Signed in

Signed in
Application Started (1 min 56 sec)

The definition file for this report cannot be opened.

The definition file for this report cannot be opened

Signed in

Signed in NWW

Chrmnmell i

,0 Search

History Active Unacked Current  Shelved Disabled Suppressed Configured
Time ¥ Ack Status Area Name Description
@ 20250126 211831 Ack Normal  System GreeleyApplicationSettings\Rosters\TestRoster




" Let’s Try Atarar Notification-overVoTF

(O Roser T [P check the contcs Diagnostics Page for VoIP Callout Status

Help

View Alarms

Carrim

vT
Call Ma Contacts
ID Contacts Settings
Properties
. Method Name Phone Number / Email Address Username Time Zone Enabled
» Startof ro
: L e .
| I Repeat 2 1 | x
System Event DB § -(4 Text Message Alan 2056126665 alan Server Time Zone [v] x
Database Al 7] Email Alan walanhudson@gmail.com alan Server Time Zone [v] x
: 1 Delay for 10 minutes X
[ History y
¥ T Z ®
Time v De

s e 44 erve e e ®

2025-01-26 21:24:59 Syster
_ ) 2025-01-26 21:20:37 Securi ' br *

- L] - - a -
. awl. =2 4 - = Securi | © End of roster

Anywhere Client e

Repor

i ¢ = Repor

: B Securi

demo / demo System Alarm DB 1 < I

History Active Unac| y

Time =

@ 2025-01-26 2124554 | |

+ Add contact + Add delay/repeat

oK Cancel Apply



"\ BUT AlwaysAddressthe-SecurityConcerns

CYBERSECURITY &

L , Editor-in-Chief, Help Net Security INFRASTRUCTURE ~
ay 2 7 SECURITY AGENCY

SCA DA System s p I ag u ed by Topics v  Spotlight  Resources&Tools »  News&Events v  Careers v  About v REPORCYBERSSUI
insecure development and slow T
patching

Filters Cybersecurity Alerts &
What are you looking for? AdVisorieS
ABB 221
Advantech ) ) o
Sort by (optional) View Cybersecurity Advisories Onl
Codesys Release Date View Advisory Definitions
Cogent Real-Tim stems
0 s
Ecava
FEB 15,2024 = ALERT
GE 226 Advisory Type CISA Adds Two Known Exploited Vulnerabilities to Catalog
Hone’ywe“ Release Year
FEB 15,2024 W ALERT
Indusoft 214 Vendor CISA Releases Seventeen Industrial Control Systems Advisorig
MICROSYS
PTC 226

Rockwell Automation

* Based on data from The importance Of fOCUSing On
@Y 1Rene|  cybersecurity for SI projects

e Industrial control system (ICS) cybersecurity is increasingly important. From the start,
WerIech 04 involve the right people from operational technology (OT) and information technology (IT)

www.helpnetsecirity.com/2017/05/23/scada-§#stems-insecure/ 250 to collaborate on OT cybersecurity needs.

Schneider Electric
Tibbo

Trihedral Engineering

Unitronics



http://www.helpnetsecurity.com/2017/05/23/scada-systems-insecure/

<) Security

Home

Topics VvV News Vv InFocus vV HowDol? VvV Get Involve

B W
loT Security

- Challenges

Secure - /f Policy
Middleware rf/f

» Topics » Cybersecurity

Topis Cybersecurity

Enforcement

Mobile
Security

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

SP 800-53 Rev. 5

Security and Privacy Controls for Information Systems and Organizations

ISA Standards and Publications / ISA Standards / ISA/IEC 62443 Series of Standards

ISA/IEC 62443 Series of Standards

The World's Only Consensus-Based Automation and Control
Systems Cybersecurity Standards

Home » Technical Topics » Cybersecurity » Cybersecurity Resources
Cybersecurity Resources

Protecting industrial automation and control systems

ISA’s suite of standards, training, and technical resources is the key.

Patrick Gouhin, Executive Director & CEO, International Society of Automation, speaks about ISA
Cybersecurity expertise in the following short video:

I Sh Setting the Standard for Automation

ISA/IEC 62443
Series of Standards

Cybersecurity-Related Resources from ISA
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So what can you do?

Make sure your alarms are:

* Meaningful
* Relevant
eSearchable
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*Questions ?

SAVE THE DATE!
MARCH 23-27, 2026 | ORLANDO, FLORIDA

2025
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