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Who is Alan and Should I be Alarmed?

• US Sales Manager, VTScada software
• 35 years in SCADA and Automation
• System Integration, engineering, programming, 

communications, operations
• RTU / Telemetry / SCADA / Power System 

manufacturing, and “smart city” integration
• Specialized in applying proven technologies
• Electrical Engineering, Auburn University
• Mathematics, Samford University



You and I have a common problem…

... the dreaded 
Check Engine light!



The Solution to our Problem!
The OBD scanner / reader
Quick Poll:
• Who goes to the auto repair shop 

or the auto parts store to have it 
checked?

• Who has a scanner of their own?

• Who has more than one scanner?



My current answer to the problem

A Wireless ODB Scanner in every car!

•  Bluetooth
•  Apps for any smart phone
•  Provides real-time 

monitoring, diagnostics
•  Gives quick info anyone can 

use



What does this             have to do with this?

We must Make the Most 
of our Alarms!



Legacy Alarm Systems: Extremely Basic
Relying on Mrs. Smith’s 
phone call to let us 
know the tank is full.



1980s - The Next Evolution: Alarm Annunciators
Lights, a horn, and some buttons
   Think Star Trek, Star Wars and MacGyver



1990s: The Digital Age began!
Alarm Printers! 

•  The printer recorded every alarm.
•  Some systems printed the 

Acknowledge.
•  The printed paper folded into a box.
•  The box was stacked in a closet.
•  Often, the paper was out or the printer 

ribbon was used up.
•  And since space was “unlimited,” the 

quantity of alarm points was often 
excessive!



Now: Making alarms easy, useful, intuitive

•  For Operations
•  For Maintenance
•  For Operational Adjustments
•  For Planned Procedures
•  For Management Decisions
•  …and many other uses.



Adoption of Guidelines like ISA 18.2 Standards
ISA 18.2: Management of 
Alarm Systems
•  Definitions
•  Requirements
•  Class
•  Roles
•  Rationalizations
•  Priority definitions
•  Shelving / Suppression



Applying the ISA 18.2 Alarm Standards
Classification of Alarm Priorities

Five Levels of Alarms
•  Critical
•  High
•  Warning
•  Notice
•  Event



Alarm Management and Action Logging
Tools Based on ISA 18.2 Alarms Management Standard

Separate 
Databases 
for Alarms 
and Events

Easily filter 
down to only 
the Alarms 
you need.

Use color, 
symbols, 

and sound 
to meet  

visual needs



Let’s look at some VTScada ISA 18.2 Tools
Tools Based on ISA 18.2 Alarms Management Standard

Use color, symbols, 
and sound to meet  

visual needs



My Favorite...Alarm Shelving
Tools Based on ISA 18.2 Alarms Management Standard

Shelved Alarms 
won’t distract 
operators but 

are recorded in 
the Alarm 
historian.



Alarm Tuning for Maximum Effectiveness
Bad Actors Report

Summary of alarm occurrences within a specific 
period, sorted by the number of activations.

Alarm Flood Report

Count of alarms tripped within equal time slices. 
Click a bar to zoom into that period.

History Report

All active and trip alarm events within a 
specific period.



Remote Alarm Notification and Management
Critical Alarms Find You Anywhere!

▪ Integrated to enhance the system

▪ Create rosters for shift cycling, 

vacations, etc.

▪ Numerous rosters based on staff 

rotations

▪ Alarm actions put back into the 

Alarm Historian

▪ Should support Voice Dial, SMS 

Text, and email… through traditional 

phone lines and VOIP



Remote Alarm Notification and Management
Critical Alarms Find You Anywhere!



Remote Access from Anywhere

PC / Laptop Clients
Full workstation experience.

Full reporting and file export.

SCADA Application
With SECURE Internet Service Enabled

SCADA HTML-5 Client
HTML-5 compliant devices.

Consistent across all devices.
No reporting or file export.

Mobile Client 
HTML5-compliant devices.

Smaller screens, data plans.

Full monitoring and control. 



ISA 19.2 Alarm Notification Parameters

Notify on Critical and 
High Alarm ONLY!



What is VoIP (Voice over IP)?
It’s making calls over the internet

▪ “Land lines” are basically obsolete

▪ SMS Text and emails are easy

▪ Voice dial can be tougher and may require 3rd party service providers

▪ Security becomes even more important

▪ Recipient actions are logged in the Alarm/Event Historian



VoIP will require some different parameters



And may require email setup



Let’s Try Alarm Notification over VoIP

Anywhere Client



Let’s Try Alarm Notification over VoIP

Anywhere Client



BUT Always Address the Security Concerns

www.helpnetsecurity.com/2017/05/23/scada-systems-insecure/ 

* Based on data from

http://www.helpnetsecurity.com/2017/05/23/scada-systems-insecure/


Try to Follow the Security Standards



In Conclusion

So what can you do?

Make sure your alarms are:

•Meaningful
•Relevant
•Searchable



Thank you !

•Questions ?
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